
  

Day 2 Admin: Users and Groups



  

Basic Admin on any OS includes:
● System Security – access: physical, login 

account, network availability, malware 
protection: access intended or not – system 
design flaws, bugs?

● Data protection – backups, redundancy, 
hardware/software monitoring

● User account maintenance – access privilege: 
sudo/other groups, passwords, network etc.

● Security policies, system user contracts, legality 
(Data Protection Act 1998 etc.), legal 
obligations e.g. privacy, child porn, terrorism

● https://www.gov.uk/data-protection/the-data-prot
ection-act

https://www.gov.uk/data-protection/the-data-protection-act
https://www.gov.uk/data-protection/the-data-protection-act


  

Add a test user named “test”



  

Click the different user's attributes 
● Picture: browse to add one
● Account type: Administrator or Standard
● Name: = account user name, NOT real name 

info
● Password: set or null?
● Group membership: own group and/or other 

groups? 

What are the Installer's/Administrator's group 
memberships compared to a Standard User's 
memberships?

What “key” Admin membership allows power? 



  

 Add user to groups button window 



  

Group Graphic User Interface



  

Command Line: adduser and addgrp
stevee@AMDA8 ~ $ adduser joe

adduser: Only root may add a user or group to the 
system.

Why the complaint? You could add “test” user in 
the GUI? 

Did you have to login to the GUI?

What did that login act as on the command line? - 
“sudo su”. 

You become “root” temporarily, but you have to be 
in the “sudo” group, and your own group – which 
you are as the OS Installer.

Click on the group button – see below:



  

 Add user to groups button window 



  

Default adduser group creation:
user “joe” in group “joe” by default



  

Sudo – or “superuser do”
man sudo

sudo, sudoedit — execute a command as another user

DESCRIPTION
     sudo allows a permitted user to execute a command as the superuser or
     another user, as specified by the security policy.
     sudo supports a plugin architecture for security policies and input/out‐
     put logging.

So, sudo “logs” the sudo user's activity, so Admin staff know who did what, when.

Remember at install, you added a passwd for root by becoming “su” using sudo?
Run your command history list and grep for “su”

stevee@AMDA8 ~ $ history | grep su
    1  sudo su

The first command I got you to run after install – you had to be able to become “su” or 
“root”, as the installer, so you could add a passwd for root and secure that user and 
group! Similar to the Administrator in Windows, but that does NOT have total system 
control of all “Windows” files without much knowledge, at least. Root DOES, so is the Holy 
Grail of the Hacker. “...I got Root at blah.com!” UNIX expects responsible, thinking 
users!



  

Become root and add a package
stevee@AMDA8 ~ $ su root

Password:

apt-get install nemo-terminal 

Remember [TAB] to help you auto-complete the 
command line

Logout and back in again.

Check if terminal is in nemo GUI?

Click on your Home Dir:



  

Nemo terminal in file manager



  

Users are listed in /etc/passwd
cat /etc/passwd

awk '{print $0}' /etc/passwd 



  

No passwords there, there's an “x” 
in field :2: – so look in /etc/shadow

Passwords are encrypted!

● stevee@MintRecPC / $ sudo cat /etc/shadow

● root:$6$DbJouJDg$PEZod.z2yNGq5VBQX9….

● student:
$6$lVadAcAf$Xb.F3YsAUeAqEfVAdkTo2iCw09wLS/B
FBB0kt3vV1Npsqp/kMV8EKLLZr4DXyb2R.FG4/j1zFfp
tMwxneRdl01:16696:0:99999:7:::

● matt:$6$GS.ICSnf$X9c40UTWLr4VVFZywxK



  

Groups are listed in /etc/group
cat /etc/group



  

What's the diff between GUI list and 
cat /etc/group

The command pipe example we saw in Day 1!



  

Skin the cat
awk -F: '{print $1}' /etc/passwd



  

How many users and groups are there now?

● cat /etc/passwd | wc -l
● 47
● awk -F: '{print $1}' /etc/group | wc -l
● 77
● These change depending on what 

software, services, groups and users 
you add or install.



  

Research how passwords can be encrypted, 
so stored in /etc/shadow

● https://www.youtube.com/watch?v=b4b8ktEV4Bg

There are many 1 way encryption algorithms and 
methods e.g: password + salt + enc method = 
encrypted password string:

●  mkpasswd password  BFVDA21wa2ENQ
● echo "password" | sha512sum
● 9151440965cf9c5e07f81eee6241c042a7b78e9bb2d

d4f928a8f6da5e369cdffdd2b70c70663ee30d021157
31d35f1ece5aad9b362aaa9850efa99e3d197212a  -

● echo mypassword | openssl enc -blowfish -a -salt
● Mint uses sha512 shown by $6$ in /etc/shadow

https://www.youtube.com/watch?v=b4b8ktEV4Bg


  

Day Summary

● Add users and groups in GUI and command line
● Sudo group membership required for temp “root” 

Admin tasks 
● Where the files for user/grp info are  – in “/etc/...”
● /etc/shadow holds the encrypted passwords
● Used cat and awk to view files
● Piped cat's/awk's ouput into another cmd to gain info in 

a different format – total groups etc.
● Terminal as a programming environment - awk
● Introduced concept of password encryption with a “one 

way” hash – easy to make, hard to break



  

Further Reading
● https://www.youtube.com/watch?v=8ZtInClXe1Q

● https://www.youtube.com/watch?v=M7kEpw1tn50

● https://www.youtube.com/watch?v=HvMSRWTE2mI

● http://www.stevepedwards.com/DebianAdmin/basic-maths-and-i
deas-behind-password-complexity/

● sudo apt-get install sysadmin-guide

● ftp://94.244.139.11/lit/1.%20Manuals/O_Reilly_-_sed___awk_2n
d_Edition.pdf

● Research google for linux user/group accounts, pw gen.

● http://www.tecmint.com/manage-users-and-groups-in-linux/

● http://www.slashroot.in/how-are-passwords-stored-linux-unders
tanding-hashing-shadow-utils

● http://www.tecmint.com/generate-encrypt-decrypt-random-passwo
rds-in-linux/

https://www.youtube.com/watch?v=8ZtInClXe1Q
https://www.youtube.com/watch?v=M7kEpw1tn50
https://www.youtube.com/watch?v=HvMSRWTE2mI
http://www.stevepedwards.com/DebianAdmin/basic-maths-and-ideas-behind-password-complexity/
http://www.stevepedwards.com/DebianAdmin/basic-maths-and-ideas-behind-password-complexity/
ftp://94.244.139.11/lit/1.%20Manuals/O_Reilly_-_sed___awk_2nd_Edition.pdf
ftp://94.244.139.11/lit/1.%20Manuals/O_Reilly_-_sed___awk_2nd_Edition.pdf
http://www.tecmint.com/manage-users-and-groups-in-linux/
http://www.slashroot.in/how-are-passwords-stored-linux-understanding-hashing-shadow-utils
http://www.slashroot.in/how-are-passwords-stored-linux-understanding-hashing-shadow-utils
http://www.tecmint.com/generate-encrypt-decrypt-random-passwords-in-linux/
http://www.tecmint.com/generate-encrypt-decrypt-random-passwords-in-linux/
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